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ABSTRACT

A Post-Quantum Cryptographic algorithm NTRU, which is designed by considering the computational power of quantum
computers, satisfies the mathematically security level. However, it should consider the characteristics of side-channel attacks
such as power analysis attacks in hardware implementation. In this paper, we verify that the private key can be recovered
by analyzing the power signal generated during the decryption process of NTRU. To recover the private keys, the Simple
Power Analysis (SPA), Correlation Power Analysis (CPA) and Differential Deep Learning Analysis (DDLA) were all
applicable. There is a shuffling technique as a basic countermeasure to counter such a power side-channel attack. Neverthe
less, we propose a more effective method. The proposed method can prevent CPA and DDLA attacks by preventing leakage
of power information for multiplication operations by only performing addition after accumulating each coefficient, rather
than performing accumulation after multiplication for each index.
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Fig. 1. Description of NTRU PKE
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Algorithm 1 : poly_Rq_mul(c, f,1)

Input : Secret Key f
Input : Ciphertext ¢
Output : Polynomial r

1. for0<k <NTRUN
rlk]=0
for1<i< NTRU_N-k
r[k] += c[k + i] * f[NTRU_N-i]
foro<i<k+1
r[k] += c[k —i] * f[i]

U A wWN

Fig. 2. Polynomial multiplication in NTRU
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Deep leaerning parameters for DDLA

Category

Specification

Input layer 248 nodes

Deep
Learning
Model

32 nodes

Hidden layer (ReLU)

(MLP)

1 nodes

Output laver | (gigmoid)

Loss function

Binary Crossentropy

Optimizer Adam (Ir=0.001)
Labeling HW-based
method Binary classification
Epoch /
boch 7 50 / 512
batch size
Training /
Validation 0.8
ratio
Scaling Zero mean
10 Accuracy
0.9 P
0.8 /
%} | —— Correc key(-1)
®0.7 | Wrong keys
|
0.6 |
|
i
05 = — _
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epoch
Loss
07
0.6 \
0.5 -“‘
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N
0.1 - 00000
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Fig. 6. Result of DDLA on polynomial

multiplication of NTRU
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Algorithm 2 : poly_Rq_mul_Shuffle(c, f,r)

Input : Secret Key f
Input : Ciphertext ¢
Output : Polynomial r

for0 < k < NTRUN
slk] =k
. Shuffle(s[k], NTRU N-1)
for0< k <NTRUN
r[slk]] =0
for 1< i < NTRU_N-s[k]
r[slk]] += f[slk] + i] * c[NTRU_N-i]
for0<i<slk]+1
rlstk]] += Flslk] - 0] = cli]

OO NDUTNWNN

Fig. 7. Polynomial multiplication with shuffling
countermeasure
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Algorithm 3 : poly_Rq_mul _proposal(c, f,r)

Input : Secret Key f
Input : Ciphertext ¢
Output : Polynomial r

1. for0< k <NTRUN

2 r[k] =0, temp = 0, random[3] = {0,}, r_temp[3] = {0,}

3 foro<i<3

4. random[i] = r_temp[i] = rand( )% 21©

5. for1<i<NTRU_N-k

6 temp = f[NTRU_N-i]

7 if (temp == 2047) r_temp[0]+=dk + i]

8. if (temp == 0) r_temp[1]+=dk + i]

9. if (temp == 1) r_temp[2]+=dk + i]

10. forl<i<k+1

11. temp = f|i]

12. if (temp == 2047) r_temp[0]+=dk — i]

13. if (temp == 0) r_temp[1]+=dk —i]

14. if (temp == 1) r_temp[2]+=dk — i]

15. r[k] = (r_temp[2] — random|2]) - (r_temp|0] - random[0])
Fig. 10. Polynomial multiplication with proposed

countermeasure
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